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Abstract.  Westudy the problem of privacy-preserving accesgo a database.
Particularly , we considerthe problem of privacy-preserving keyword searc
(KS), whererecordsin the databaseare accessedaccording to their asso-
ciated keywords and where we care for the privacy of both the client and
the server. We provide e cien t solutions for various settings of KS, based
either on speci ¢ assumptions or on general primitiv es (mainly oblivious
transfer). Our general solutions rely on a new connection between KS
and the oblivious evaluation of pseudorandom functions (OPRFs). We
therefore study both the de nition and construction of OPRFs and, as
a corollary, give improved constructions of OPRFs that may be of inde-
penden interest.
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1 Intro duction

Keyword seard (KS) is a fundamertal databaseoperation. It involvestwo main
parties: a sener, holding a databasecomprisedof a set of recordsand their asso-
ciated keywords, and a client, who may sendqueriesconsisting of keywords and
receivethe recordsassaiated with thesekeywords. A natural questionin the area
of securecomputation is the designof protocols for e cien t, privacy-preserving
keyword seard. Theseprotocolsenablekeyword querieswhile providing privacy
for both parties: namely, (1) hiding the queries from the database (client pri-
vacy) and (2) preverting the clients from learning anything but the results of
the queries(server privacy).

To be more speci c, the private keyword-seard problem may be de ned by
the following functionality. The database consistsof n pairs f (X;i; pi)gi2[n}; wWe
denotex; asthe keyword and p; asthe payload (databaserecord). A query from
a client is a searcwword w, and the client obtains the result p; if there is a value
i for which x; = w and obtains a special symbol ? otherwise. Given that KS
allows clients to input an arbitrary seardword, asopposedto selectingp; by an
input i, keyword seard is strictly stronger than the better-studied problems of
oblivious transfer (OT) and symmetrically private information retrieval (SPIR).



1.1 Contributions

Our applied and conceptual contributions can be divided into the following:

{ Specic proto cols for KS. We construct direct instantiations of KS pro-

tocols, providing privacy for both parties, basedon the useof oblivious poly-
nomial evaluation and homomaorphic encryption. The protocols have a com-
munication complexity which is logarithmic in the size of the domain of the
keywords and polylogarithmic in the number of records, and they require
only one round of interaction, even in the case of malicious clients.® All
previous fully-priv ate KS protocols either require a linear amount of com-
munication or multiple rounds of interaction, evenin the semi-honestmodel.

KS using Oblivious Pseudorandom Functions (OPRFs). Wedescribe
a generic, yet very e cien t, reduction from KS to what we call semi-private
KS, in which only the client's privacy is maintained. Speci cally, we showv
that any KS protocol providing (only) client privacy can be upgraded to
provide serer privacy as well, by using an additional oblivious evaluation
of pseudoandom functions. This reduction is motivated by the fact that
e cien t semi-private KS is quite easyto obtain by combining PIR with a
suitable data structure supporting keyword searces[20,7].2 Thus, we derive
a general construction of fully-priv ate KS protocols basedon PIR, a data
structure supporting keyword seardes,and an OPRF.

New notion of OPRF. Motivated by the KS application and the above
generalreduction, we put forward a new relaxed notion of OPRF which facil-
itates more e cien t constructions and is of independert theoretical interest.

Constructions of OPRF. We show a construction of an OPRF protocol
basedon the DDH assumption. In addition, one of the our main contribu-
tions is a generalconstruction of (relaxed) OPRF from OT. This construction
is basedon techniques from [23,25], yet improves on these works as (1) it
presenesprivacy against (up to t) adaptive queries,(2) it is obliviously eval-
uated in constant numkber of rounds and (3) it handles expnential domain
size Theseimprovemerts are partially relevant alsoin the context of t-out-
of-n OT, as originally studied in [23,25]. We note that this is a black-lbx
construction of t-time OPRF from OT. From a theoretical point-of-view,
one of the most interesting open questions left by our work is to nd an
e cien t black-box construction of fully-adaptive OPRF and KS (supporting
an arbitrary number of queries)which only makesa black-box useof OT. In
cortrast, such a construction is easyto obtain by making a non-bladk-box
use of OT. Thus, we have a rare example of a non-black-box construction
in cryptography for which no black-box construction is known, even in the

1In the caseof malicious parties, we usea slightly relaxed notion of security, following

one suggestedin the context of OT [1,23] (see Section 2).

2 In fact, if we allow a setup phase with linear communication complexity, we can

obtain a semi-private KS supporting adaptive queries by simply sending the entire
databaseto the client.



random-oraclemodel. In fact, we are not aware of any other such simple and
natural examplethat fully residesin the semi-honestmodel.

1.2 Related Work

The work of Kushilevitz and Ostrovsky [20], which was the rst to suggest
a single-sener PIR protocol, described how to use PIR together with a hash
function for obtaining a semi-private KS protocol (we denote a KS protocol as
\semi-priv ate" if it doesnot ensuresener privacy). Chor et al. [7] described how
to implement semi-private KS using PIR and any data structure supporting
keyword queries,and they added server privacy using a trie data structure and
many rounds. Our reduction from KS to semi-secure&KS providesa more e cien t
and generalalternativ e, requiring only a small constart number of rounds.

Ogata and Kurosawa [27]show an ad-hoc solution for KS for adaptive queries,
using a setup stagewith linear communication. The security of their main con-
struction is based on the random oracle assumption and on a non-standard
assumption (related to the security of blind signatures). The systemrequires a
public-key operation per item for every new query.

A problem somewhatrelated to KS is that of \search on encrypted data" [30,
3]. The scenarioinvolves giving encrypted data to a third party. This party is
later given a trap door key, enabling it to seard the encrypted data for specic
keywords, while hiding any other information about the data. This problem
seemseasier than ours since the seard key is provided by the party which
previously encrypted the data. Furthermore, there are protocols for \search on
encrypted data" (e.g., [30]) which useonly symmetric-key crypto. thereforeit is
unlikely that they can be usedfor implementing KS, asKS implies OT.

Another related problem is that of \secure set intersection” [10], where two
parties whoseinputs consistof setsX ;Y privately compute X\ Y. KS is a special
caseof this problem with jXj = 1. On the other hand, set intersection can be
reducedto KS by running a KS invocation for every item in X . Thus, our results
can be applied to obtain e cien t solutions to the set-intersection problem.

Cryptographic  primitiv es. We make use of seweral standard cryptographic
primitiv esthat can be de ned asinstancesof private two-party computation be-
tweena server and a client, including oblivious transfer (OT) [29,9], single-sener
private information retrieval (PIR) [8,20], symmetrically-priv ate information re-
trieval (SPIR) [11,23], and oblivious polynomial evaluation (OPE) [23]. Some
speci ¢ constructions for non-adaptive KS require a semarically-secure homo-
morphic encryption system.

1.3 Organization

The remainder of this paper is structured as follows. We provide de nitions
and variants of keyword seard in Section 2. Section 3 describes some direct
constructions of (non-adaptive) KS protocols basedon OPE and homomorphic
encryption. In Section 4 we intro duce our new relaxed notion of OPRF and use
it to obtain a reduction from fully-priv ate KS to semi-private KS. We conclude
by providing e cien t implementations of OPRFs in Section 5.



2 Preliminaries

This sectionde nes the private keyword seard problem and someof its variants.
We assumethe reader's familiarit y with standard simulation-based de nitions
of securecomputation (cf. [5,13]).

2.1 Priv ate keyword search

The systemis comprised of a server S and a client C. The sener's input is a
databaseX of n pairs (X;; pi), ead consisting of a keyword and a payload. Key-
words canbe strings of an arbitrary length and payloadsare paddedto some xed
length. We may also assume,without loss of generality, that all x; are distinct.
The client's input is a searchword w. If there is a pair in the databasein which
the keyword is equal to the seardword, then the output is the corresponding
payload. Otherwise the output is a special symbol ? .

Private keyword seard (KS for short) requiresprivacy for both the client and
the sener, i.e., neither party learns anything more than is de ned by the above
transaction. The strongestway of formalizing this requiremert is by appealing
to generalde nitions of securecomputation from the literature. That is, a KS
protocol can be de ned as a securetwo-party protocol realizing the above KS
functionality. However, when constructing speci ¢ KS protocols|rather than
general reductions from KS to other primitiv es|e ciency considerations dic-
tate a slight relaxation of this de nition which still suces to capture the core
correctnessand privacy requiremerts. Speci cally, when simulating a malicious
sener, the relaxed de nition only requires one to simulate the serer's view
alone, without consideringits joint distribution with the honestclient's output.
(In the setting of semi-honestparties, this relaxed de nition is equivalent to the
original one.)

With respect to a malicious sener, this relaxed de nition only requiresthat
the client's query w remains private: It doesnot require the server to commit to
or even\know" a databaseto which a client's seard is e ectiv ely applied. Suc
a relaxation is standard for related primitiv es such as OT (cf. [1,23]) or PIR
(cf. [20,4]). Moreover, it seemsnecessaryfor obtaining protocols that require
only a single round of interaction yet still achieve security against malicious
parties. (We note, howewer, that our protocols can be amendedto satisfy the
stronger de nition by adding proofs of knowledge.)

It is interesting to contrast the goals of KS and those of zero-knowledge
sets[22]. While KS provides privacy for both parties but does not require the
serner to commit to its input, zero-knowledgesetsrequire the server to commit
to its input but provides privacy for the server yet not the client.

The requiremerts of a private KS protocol can be divided into correctness
client privacy, and server privacy componerts. We rst de ne these properties
independertly, and then de ne a private KS protocol asa protocol that satis es
thesede nitions. (To avoid cumbersomenotation, we omit the auxiliary inputs
required for sequetial composition.)



De nition 1. (Correctness.) If both parties are honest, then, after running
the protocol on inputs (X;w), the client outputs p; suchthat w = x;, or ? if no
suchi exists.

De nition 2. (Clien t's priv acy: indistinguishabilit y.) For any PPT S°ex-
ecuting the server's part and for any inputs X;w;w?® the views that S° sees on
input X, in the casethat the client usesthe searchword w and the casethat it
usesw?’ are computationally indistinguishable.

For both client and server privacy, indistinguishability is parameterized by
a privacy parameter k, given to both parties as a common input. Note that
this de nition, protecting only the privacy of the client's query w, captures the
aforemertioned relaxation.

In order to show that the client doesnot learn more or di erent information
from the protocol than from merely obtaining its output, we comparethe pro-
tocol to the ideal implementation. In the ideal implementation, a trusted third
party getsthe sener's databaseX and the client's query w asinput, and outputs
the corresponding payload to the client. Privacy requiresthat the protocol does
not leak to the client more information than in the ideal implemertation.

De nition 3. (Serv er's priv acy: comparison with the ideal model.) For
every PPT machine C° substituting the client in the real protocol, there exists a
PPT machine C®that plays the client's role in the ideal implementation, such
that on any inputs (X;w), the view of C°is computationally indistinguishable
from the output of C% (In the semi-honestmodel C°= C))

Remark 1. The protocols from Section 3, as originally described, will actually
satisfy the following incomparable notion of server privacy: any computationally
unbounded client C° can be simulated by an unbounded simulator C°° This can
be viewed as a pure form of information-theoretic privacy. Ine cien t simulation
seemsnecessaryin order to obtain 1-round KS protocols (seea discussionin [1]
for the similar caseof OT). However, it is easyto cornvert these protocols to
onesthat support e cien t simulation, using standard zero-knowledge proofs of
knowledge: Clients should prove that they know the secretkey corresponding
to the public key they generate.Such proofs needto be performed only once,
during the system'sinitialization.

De nition 4. (Priv ate KS proto col.) A two-party protocol satisfying De -
nitions 1 (correctness), 2 (client privacy) and 3 (server privacy).

The above de nition can be immediately applied to protocols computing any
deterministic client-server functionality f . We refer to such a protocol as private
protocol for f .

Finally, we will later use KS protocols in which the serwer privacy is not
presened (i.e., satisfy only De nitions 1 and 2). We refer to such protocols as
semi-private KS protocols.



2.2 Problem Variants

The default KS primitiv e can be extended and generalizedin se\eral ways. We
rst outline three orthogonal variations on the basic model, and then de ne the
two main settings on which we focus.

{ Multiple queries. The default notion of KS allows the client to seard for
a single keyword. While this procedure can be repeated se\eral times, one
may seekmore e cien t solutions allowing the client to retrieve t keywords
at a reducedcost. This generalizednotion of t-time KS is straightforward to
de ne and makessenseevenwhent  n, sincethe client doesnot necessarily
have an a-priori knowledgeof the keywords. (This is in cortrast to the case
of 1-out-of-n OT or SPIR, wherethere is no point in letting t > n, sincethe
ertire databasecan be learned using t queries.)

{ Allo wing setup. By default, KS does not assumeany previous interac-
tion betweenthe client and serwer. To facilitate prompt responsesto future
queries, the client and server may engagein a setup phaseinvolving a poly-
nomial amount of work. During the online phase,ead keyword seard may
then only require a sub-linear amount of work.

{ Adaptiv e queries. In the default non-adaptive setting, the client may ask
multiple queries, but the queries must be de ned before it receives the
sener's rst answer. In the adaptive setting, the client can decide on the
value of eat query after receiving the answersto previous queries.An adap-
tive t-time KS protocol allows the client to make at most t adaptive queries.
The privacy de nition in this caseextendsthe above in a natural way, sim-
ilarly to that of adaptive OT in [24].

The results of this work have applications to all of the above variations.
However, to make the preseration more focused,we restrict our discussionto
two \t ypical" settings for KS:

Non-adaptiv e t-time KS without setup. In our default notion of KS, when
t is unspeci ed, it is takento be 1. This setting's main goal in this setting is to
obtain solutions whosetotal communication complexity is sub-linearin n. Thus,
the problem can be viewed as an extensionof PIR and SPIR.

Adaptiv e t-time KS with setup. In this setting, allowing t adaptive queries,
the setup phasetypically consistsof a single messagdan which the server sends
the databasein encrypted form to the client. (This is the default setting also
consideredin [23,25,27].) In general, however, the setup may be polynomial in
the databasesize. Ideally, eat adaptive query should involve a small amount
of work|sub-linear in the database size|including both communication and
computation. When t is unspeci ed, it is takento be an arbitrary polynomial in
the databasesize,wherethis polynomial may be larger than the costof the setup.
Thus, one cannot apply solutions that separately handle eadh future query.

For brevity, we subsequetly refer to these settings as non-adaptive KS and
adaptive KS, respectively.



3 Non-Adaptiv e KS from OPE

In this section,we construct a non-adaptive keyword seard proto col using obliv-
ious polynomial evaluation (OPE) [23]. The basicidea of the construction is to

nomial, i.e., to de ne a polynomial Q such that Q(x;) = (p;i). Note that this
designis dierent than previous applications of OPE, where a polynomial (of
degreek) was usedonly as a sourcefor (k + 1)-wise independert values. Com-
pared to our other constructions and to previous solutions from the literature,
this construction is unique in achieving sub-linear communication overheadin a
single round of communication.3

The following schemeusesany genericOPE to build a KS protocol. We then
show a speci ¢ implementation of the OPE basedon homomorphic encryption.

Proto col 1 (Generic polynomial-based KS) .
Input: Client: an evaluation point w; Server: fX;;pigi2[n}, all Xj's are distinct
Output: Client: p; if w = X;, nothing otherwise; Server: nothing

1. The server de nes L bins and maps the n items into the L bins using a
random, publicly-known hashfunction H with a rangeof sizelL . H is applied
to the datatase's keywods, i.e., (Xi;p;) is mapped to bin H(x;). Letm be a
bound such that, with high prokability, at most m items are mapped to any
single bin. (At this point, we keep L and m as parameters.)

2. For every bin j, the server de nes two polynomials P; and Q; of degree
(m 1). The polynomials are de ned suchthat for every pair (x;;p;) mapped
to bin j, it holdsthat Pj (x;) = 0 and Q; (xi) = (pij0 ), wher " is a statistical
security parameter.

3. For each bin j, the server picks a new random value r; and de nes the
polynomial Zj (w) = r; Pj(w) + Qj (w).

4. The two parties run an OPE protocol in which the client evaluatesall L
polynomials at the searchword w.

5. The client learns the result of Zy;(w), i.e., of the polynomial asseiated
with the bin H(w). If this value if of the form pj0 the client outputs p,
otherwiseit outputs ?.

To instantiate this generic scheme, we needto detail the following three open
issues:(1) the OPE method usedby the parties, (2) the number of bins L, and
(3) the method by which the client receivesthe OPE output for the relevant
bin. Additionally , one could considerusing carefully-chosenhashing methods to
obtain a balanced allocation of items into bins, although this approach would
not yield substartial improvemerts.

An OPE metho d. Our construction usesan OPE method basedon homomor-
phic encryption* (such as Paillier's system [28]) in the following way. We rst
intro duce this construction in terms of a single databasebin.

% Protocol 1 usesa public hash function H. To run it in the \plain" model, the client
can pick the hash function and sendit to the server in its rst message.

4 Other OPE constructions could be basedon the hardnessof noisy polynomial inter-
polation or on using logjF j 1-out-of-2 OTs, where F is the underlying eld [23].
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{ The serer's input is a polynomial of degreem, where P (w) = i"lo aw'.
The client's input is a value w.

{ The client sendsto the server homomorphic encryptions of the powers of w

{ The sener usesthe homomorphic properties to compute the following:

X
Enc(aw') = Enc( aw') = Enc(P(w))
i=0 i=0

The server sendsthis result back to the client.

In the caseof semi-honestparties, it is clear that the OPE protocol is correct
and private. Furthermore, the protocol can be applied in parallel to multiple
polynomials, and the structure of the protocol enforcesthat the client evaluates
all polynomials at the samepoint.

Now, consider that the serwer's input is L polynomials, one per bin. The
protocol's overhead for computing all polynomials is the following. The client
computesand sendsm encryptions. Every polynomial P; usedby the serer is
of degreed; m (where d; + 1 items are mapped to bin j), and the server can
evaluate it using d; + 1 hgmomorphic multiplications of plaintexts. Thus, the

total work of the seneris -":Ol(dj + 1) = n exponertiations. The serer returns
just a single value for eat of the L polynomials.

A simple proto col. Let the serwer assignthe n items to L bins arbitraB'Iy
and ewenly, ensuring that L items are assignedto every bin; thus, L = " n
The client need not know which items are Bwapped to which bin. The client's
messageduring the OPE consistsof L = O(" n) homomorphic encryptions; the
sener evaluates L polynomials by performing n homomorphic multiplications
(exponertiations), and repliesHvith the L = " n results. This protocol has a
communicatiBn overheadof O(" n), O(n) computation overheadat the sener's
side,and O(" n) computation overheadat the client's side.

Reducing comm unication: Receiving the OPE output using PIR. Note
that the client doesnot needto learn the outputs of all polynomials but rather
only the value of the polynomial assaiated with the bin to which w could be
mapped. To further lower the communication complexity, the protocol usesa
public hash-function H and invokes PIR to retrieve the result of the relevant
polynomial evaluation. Namely, the function H is chosenindependertly of the
content of the database,and it is usedto map items to bins. After the server
evaluatesthe L polynomials on the client's input w, the client runs a 1-out-of-L
PIR schemeto learn the result of the polynomial of bin H (w).

The total communication overheadis O(m) n=L (client to serer) plus the
overheadof the PIR scheme.A good choiceis to usea PIR schemewith a poly-
logarithmic communication overhead, such as the scheme of Cachin et al. [4]
(basedon the -hiding assumption) or the schemesof Cheng[6] or Lipmaa [21]
(basedon the Paillier and Damgard-Jurik cryptosystems,respectively). In these
casesgsetting L = n=logn givesatotal communication of O(polylog n). We note



that the client can combine the rst messagdrom its KS schemewith that of its
PIR scheme.Thus, the round overheadof the combined protocol is the sameas
that of the PIR protocol alone. The computation overheadof the server is O(n)
plus that of a PIR schemewith L inputs; the client's overheadis O(m) plus that
of a PIR schemewith L inputs.

Theorem 1. There exists a KS system for semi-honest parties with a com-
munication overhed of O(polylog n) and a computation overhead of O(logn)
\public-key" operations for the client and O(n) for the server. The security of
the KS systemis basel on the assumptionsusel for proving the security of the
KS protocol's homomorphic encryption systemand of the PIR system.

Pro of (sketch for semi-honest parties): Givena pair (x;;p;) in the sener's
input such that w = x;, it is clear that the client outputs p;. If w & x; for all i,
the client outputs ? with probability at least1 2 . The protocol is therefore
correct. Sincethe sener receives semartically-secure homomorphic encryptions
and the PIR protocol protects the privacy of the client, the protocol ensures
the client's privacy: The sener cannot distinguish betweenany two client inputs

x; X% Finally, the protocol protects the server's privacy: If a polynomial Z with

fresh randomnessis preparedfor every query on every bin, then the result of the
client's query w is random if w is not aroot of P, i.e., if w is not in the sener's
input X. A party running the client's role in the ideal model can therefore
simulate the client's view in the real execution.

Handling malicious servers. Assumethat the PIR protocol provides client
privacy in the face of a malicious sener (as is the casewith virtually all PIR
protocols from the literature). Then the protocol is secure against malicious
seners (per De nition 2), as the only information that the server receiwes, in
addition to messagesf the PIR protocol, is composed of semartically-secure
encryptions of powers of the client's input searcword.

Handling malicious clients. If the client is malicious then server privacy is
not guaranteed by Protocol 1 asgiven. For example,a maliciousclient could send
encryptions that do not correspond to powers of a value w. However, if the OPE
protocol usedin Protocol 1 is secureagainst malicious clients, then the overall
protocol provides security against malicious clients, regardlessof the security of
the PIR protocol. (Note that there are no server privacy requiremerts on PIR;
it is usedmerely to reduce communication complexity.)

One conceptually-simple solution therefore requires the client to prove that
the encryptionsit sendsin the OPE protocol are well-formed, i.e., correspond to

in the standard model requires more than a single round of messages.

A more e cien t solution can be basedon a known reduction of the OPE of
a polynomial of degreem, to m OPEs of linear polynomials [12]. The overhead
of the resulting protocol is similar to that of a direct OPE of the polynomial,
and the protocol consists of only a single round (the m OPEs of the linear



polynomials are done in parallel). We describe the reduction of [12] in the full
version of this paper.

When the OPE protocol (based on homomorphic encryption) is applied to
a linear polynomial, any encrypted value (w) sert by the client corresponds to
a valid input to the polynomial, and thus the OPE of the linear polynomial
computesa legitimate value of the polynomial. Therefore, if we ensurethat the
client sendsa legitimate encryption we obtain a linear OPE (and thus a general
OPE) secureagainst malicious clients.

When considering concreteinstantiations of the OPE protocol, we note that
the EI Gamal cryptosystem has the required property, namely that any cipher-
text can be decrypted.® The EI Gamal cryptosystem can therefore be used for
implemerting a single-round OPE secure against a malicious client. Yet, the
El Gamal systemhas a di erent drawback: given that it is multiplicativ ely ho-
momorphic, it can only be usedfor an OPE in which the receiver obtains g° ),
rather than P (x) itself. Thus, a direct use of El Gamal in KS is only useful for
short payloads, asit requires encaling the payload in the exponert and asking
the receiver to compute its discrete log.

We can slightly modify the KS protocol to use EI Gamal yet still support
payloads of arbitrary length. A detailed description appearsin the full version
of the paper. The main idea, howewer, is to have the server map the items to
n=logn bins as usual, but de ne, for every bin j, a random polynomial Z; of
degreem = O(log n). For anitem (x;;p;), the server encrypts pij0 usingthe key
g’ i) The client sendsa rst messagdor an El Gamal-basedOPE, namely

messageh g% (W);fEncz, (, )(Pji j0 )i2(m; i, Wherethe X;; 's are the messages
mapped to bin j. The client usesPIR to learn the messageof its bin of interest,
and then can decrypt the payload corresponding to w if 9 xj; = w.

The only di erence with this modi ed protocol is that the messagdearned
during the PIR is of size O(jp;jlogn) rather than of size O(jp;j). The overall
communication complexity does not change, however, since the PIR has poly-
logarithmic overhead.We obtain essetially the sameoverhead,including round
complexity, as Protocol 1. (Note also that the security of the new protocol is
proved in the model of Remark 1.)

Multiple invocations. The privacy of the sener in Protocol 1 and its variants
is based on the fact that the client can evaluate ead polynomial Z at most
once. Therefore, fresh randomnessr; must be used in order to generate new

using the protocol for multiple queriesmust essetially be done by independert
invocations of the protocol.

5 Unfortunately , as was observed for example in [1], the Paillier cryptosystem is not
veri able. That is, given a public key and a ciphertext, it is not known how to verify
that the ciphertext is valid and can be correctly decrypted.



4 Keyw ord Search from OPRFs

In this section, we describe a general reduction of KS to semi-private KS us-
ing oblivious pseudorandomfunctions (OPRFs). Unlike the protocol from the
previous section, this reduction can yield fully-adaptiv e KS protocols. We rst
recall the original notion of OPRFs from the literature [26] and then introducea
new natural relaxation, which arguably su ces for most applications. Finally, we
describe our reduction from KS to semi-private KS using the relaxed notion of
OPRF. New constructions of such OPRFs will be preserted in the next section.

4.1 Oblivious Pseudorandom Functions

The strongestde nition of OPRF is asa securetwo-party protocol realizing the
functionality g(r;w) = (; f;(w)) for some pseudorandomfunction family f,.
(Here and in the following, the rst input or output correspondsto the server
S and the secondto the client C; by we denote an empty output.) As usual,
the term \secure" can be interpreted in seweral ways. For consistencywith the
security de nitions of Section 2 and the constructions of the next section, we
interpret \secure" hereas\priv ate". We note, however, that the de nitions and
results of this section naturally extend the caseof full security.

De nition 5. Strongly-priv ate OPRF (s-OPRF). A two-party protocol
is said to be a strongly-private OPRF (or strong OPRF for short) if there exists
somePRF family f., suchthat privately realizesthe following functionality.

{ Inputs: Client holdsan evaluation point w; Serverholdsa keyr.
{ Outputs: Client outputs f (w); Server outputs nothing.

One can similarly de ne adaptive and non-adaptive t-time variants of strong
OPRFs. Note that serwer privacy guaranteesthat a malicious client C° cannot
learn anything about r except what follows from f, (w9 for somew® Compos-
ability of securecomputation [5] implies that a 1-time s-OPRF can be invoked
multiple times (with the samer and dierent w;) to realize an adaptive t-time
s-OPRF, wheret can be an arbitrary polynomial in the security parameter.®

It followsfrom known reductions betweencryptographic primitiv esthat strong
OPREF existsif OT exists[14,19,16]. We note, however, that the construction of
s-OPRF from OT makesa non-black-box use of the OT primitiv e, even in the
semi-honestsetting: The OT-based protocol for evaluating the PRF dependson
the function's circuit represenation [19], which in turn depends on the repre-
sertation of the OT primitiv e from which the PRF is derived.

5 Note that our de nitions of KS and OPRF do not require protecting the client
against a malicious server who may choosedierent keysr in dierent invocations.
On the other hand, our de nition coincideswith that of [5] for the caseof simulating
a (potentially malicious) client.



A new relaxed type of OPRF. As noted above, a strong OPRF guarantees
that the client learn no additional information about the PRF keyr. As we shall
see,somenatural and e cien t OPRF protocols do not satisfy the strong de ni-

tion, yet are su cien t for the KS application. We thus turn our considerationto
relaxing the de nition of server privacy to the following.

Roughly speaking, we require that following the execution of the OPRF pro-
tocol, the client obtains no additional information about the outputs of a random
function f,, other than what follows from a legitimate set of queries,whosesize
is bounded by t in the t-time case.(Recall that the strong de nition requires
that no information be learned about the key of an arbitrary function f.) In
other words, the outputs of f; on unqueried inputs cannot be distinguished
from the outputs of a random function, even given the client's view. Note that
this does not prevent the client from learning substartial partial information
about r (which doesnot provide information about other valuesof f,).”

This intuitiv e property is relativ ely straightforward to formalize in the caseof
a semi-honestclient. Speci cally, one may require that following the protocol's
execution, the client cannot e cien tly distinguish between f, and a random

Obtaining a suitable de nition for the caseof malicious clients, however, requires
more care. In particular, the inputs on which the client queriesf, in a particular
execution of the protocol may not even be well-de ned.

We formalize our relaxed notion of OPRF by a careful modi cation of the
underlying functionality. The client's privacy is de ned as before. However, for
the purposeof de ning the sener's privacy, we view f, asarandomizel function-
ality (with randomnessr picked by the TTP in the ideal implementation), and
we allow both the client and the server to provide inputs to and receive outputs
from this functionality.

De nition 6. Relaxed OPRF (r-OPRF). A two-party protocol is said to
be a (non-adaptive, 1-time) relaxed OPRF if there exists some PRF family f,,
suchthat the following hold.

Correctness and client's priv acy. Theseproperties remain the sameasin
De nition 5, i.e., using the functionality g(r;w) = (?;f(w)).

Server 's priv acy. To de ne server'sprivacy in , we makethe following men-
tal experiment. Consider an augmenteal protocol ~ in which the input of S con-

yi;:::;¥m; the function is de ned for inputs (i;j) such that 1 i ] m, and
its value is f,(i;j) = g“¥i in a group where the DDH assumption holds and g is
a generator. Consider a 1-time OPRF protocol where a client whose input is (i; j)
learnsx; and y; and usesthem to compute f, (i; j ). Although thesevaluesreveal part
of the key r to the client, the other outputs of the function remain pseudo-random.



and C outputs its output in . We require that the augmentel protocol ~ provide
server security with respect to the following randomized functionality &:

{ Inputs: Client holds an evaluation point w; Server holds an arbitrary set of

the key r is uniformly chosenby the functionality. 8

Speci ¢ ally, for any (e cient, malicious) client C° attacking ~, there is a simu-
lator C®playing the client's role in the ideal implementation of g, such that on

~ is computationally indistinguishable from the output of C° concatenated with
that of S in the ideal implementation of g.

This de nition appliesto the non-adaptive 1-time case.In the t-time case,we

case,the protocols ;~ and the functionalities g; g have multiple phases,where
the client's input w in eac phasemay depend on the outputs of previous phases.
The above server's privacy requiremert implies that the client's view givesno

over, this holds for an arbitrary choiceof points x; made by the server (including
those possibly intersecting wf). In fact, this is precisely the requiremert needed
for the keyword-seard application.

Finally, we note that De nition 6 is indeed a relaxation of De nition 5.

Claim. If is an s-OPRF, then it is also an r-OPRF.

Pro of: The sener's privacy requiremert of De nition 5 implies, in particular,
that on a uniformly-chosen r and an arbitrary w, the view V° of a malicious
client C° concatenated with r is indistinguishable from the output V% of its
simulator C®°concatenatedwith r. This in turn implies that (V% f (f; (Xi)Gi2n))
is indistinguishable from (V% f (f, (xi)gi2n), asrequired by De nition 6.

4.2 Reducing KS to Semi-Priv ate KS

We now present a generalmethod of using (either variant of) OPRF to upgrade
any semi-private KS protocol into fully-priv ate KS.

Recall that a semi-private KS protocol is a KS protocol which guarantees
privacy for the client but not for the serwer, similar to the privacy o ered by
PIR protocols. (The notion of semi-private KS was rst consideredin [7], where
it wasreferredto asprivate information retrieval by keywords) Semi-private KS
can be simply implemented by letting the server sendits input X, or (better
yet) a data structure Y represeting X, to the client. When the communication

8 Equivalently, f, can be replaced here with a totally random function. We prefer the
current formulation becauseof its closer correspondencewith the notion of s-OPRF,
as well asthe convertion that ideal functionalities are e cien tly computable.



is required to be sublinear, semi-private KS can be implemented using PIR to
probe the data structure Y, assuggestedn [7].

Using the following high-level idea, we can now construct a fully-priv ate KS
protocol from a semi-private KS protocol: The sener usesa PRF to assignran-
dom pseudo-idertities to the original keywords x; (as well as mask the payloads
pi), and the client usesan OPRF protocol to learn the valuesof the PRF on the
selectedseardword(s). Sincethe PRF valueson unselectedseardcwords remain
random from the client's point-of-view, knowledge of the original and pseudo-
identit y pairs of the selectedseardwords doesnot provide any more information
than doesknowledgeof just the setof seardqwordsthat arein the databasealong
with their payloads.

More formally, given a semi-private KS protocol and a (possibly relaxed)
OPREF realizing f, the KS protocol proceedsas follows. For simplicity, we ad-
dressbelow the casenon-adaptive KS with t=1.

Proto col 2 (A KS proto col based on semi-priv ate KS and r-OPRF)

1. The serverpicksarandomkeyr for the PRF. For1 i n, it parsesf(X;)
as (®; pi) and constructs a pseudo-databaseX °= f (x®; p?)gi2(n) with x? = 2;
andp’=p  pi. (Both X and X ° must be treated as unordered sets, whose
representation does not reval the index i of each element; alternatively, one
may think of X and X ° as lexicographically-sorted sequenes.)

2. The parties invoke the r-OPRF protocol, with serverinput r and client input
w. As a result, the client learns f (w) and parsesit as (W;p).

3. The parties invoke the semi-private KS protocol with server input X © and
client input W. As a result, the client learns whetherw 2 X © and if so, also
learns the correspnding payload pl. If W 2 X© the client outputs p® p;
otherwise, it outputs ?.

We stressthat, due to the lack of sener's privacy in semiprivate KS, we
should make the worst-caseassumptionthat the client learnsthe entire pseudo-
databaseX %in Step 3. Still, the useof an OPRF in Step 2 guararteesthat the
client doesnot learn more than it is ertitled.

Remark 2. If a setup phase with linear communication is allowed, the semi-
private KS in Step 3 can be replaced by having X ° (or a corresponding data
structure Y9 sert to the client in the clear following Step 1.

Theorem 2. Protocol 2 is a private KS protocol.

Pro of (sketch): The protocol's correctnessis easyto verify. The client's privacy
follows immediately from its privacy in the OPRF and the semi-private KS.

Server's priv acy. Letting denote the r-OPRF protocol, it is conveniert to
reformulate the above protocol in the following equivalent way:

{ The parties invoke the augmerted protocol ~ (from De nition 6) on sener



{ The serer parsesead f,(x;) as(%;; ) and createsa pseudo-databaseX ©=
f(x%PAGiofn With x? = # and p? = p; i, as before. Again, the client
parsesf ; (w) as (W; p). The parties invoke the semi-private KS protocol with
sener input X % and client input W. As a result, the client learns whether
W 2 X9 in which casethe client outputs p® p; otherwise, it outputs ? .

By De nition 6, when considering only the client's simulation, ~ must be se-

sition [5], it su ces to prove the sener's privacy in a simpler \h ybrid" protocol,
wherethe invocation of ~ is replacedby a call to an oracle (or TTP) computing
g. Moreover, by the pseudorandomnesf f,, we can replace the oracle g by a
similar oracle G in which f, is replacedby a truly random function.

The resultant hybrid protocol is in fact perfectly private. Given a malicious
client C?attacking the hybrid protocol, a corresponding simulator C®°can proceed
asfollows. C%invokesC®on input w. In the rst step, after learning the query w°
which C° sendsto the oracle computing G, the simulator C°°sendsthe query w°
to the TTP computing KS. As a response,it getsp; if wo= x; or ? if no sud i
exists. Now the secondstep can be simulated jointly with the response(wW;p) of
the G oracle. First, C°°choosesX ° to be a uniformly-random pseudo-database
of sizen. Next, it simulates (W; p) sothat they are consistert with X © and the
response of KS: if a payload p was obtained from KS, then W is taken to be
a random keyword from X% and p is set to the exclusive-or of the keyword's
corresponding payload and p; otherwise, W and p are chosenat random from
their respective domains. Finally, C®%simulates the view of C°in the semi-private
KS protocol by simply running the protocol on inputs (X % w9).

E ciency . The costofthe protocol is dominated by that of the semi-private KS
and the OPRF. In the t-time non-adaptive model, this costis typically dominated
by that of the semi-private KS, which in turn is dominated by the cost of the
underlying PIR protocol. We note that the latter cost can be amortized over
t non-adaptive queries [2,18]. In the adaptive model|more generally, in any
setting allowing setup|the o ine costis dominated by linear communication in
the size of the database,and the online cost by the e ciency of the underlying
OPRF. We now considere cien t implementations of the OPRF primitiv e.

5 Constructing OPRFs

A genericimplementation of an s-OPRF can be based on general securetwo-
party evaluation. Namely, the sener has as input a key r of a PRF f, and,
whenewer the client wants to ewaluate f, on x, the parties perform a secure
function evaluation (SFE), during which the client learnsf (x). As noted above,
this givesrise to a non-black-tox reduction from strong OPRF to OT. In this
section, we discusstwo other types of constructions:

{ Constructions of fully-adaptiv es-OPRFsbasedon speci ¢ assumptions(mainly
on DDH). Theseconstructions are either given or implicit in [26,24] and are
more e cien t than the generic SFE-basedconstruction sketched above.



{ Generalconstructions of t-time adaptive r-OPRFs making a black-lox use of
OT. From atheoretical point of view, one of the most interesting open ques-
tions left by our work is to comeup with any e cien t black-box construction
of fully-adaptiv e r-OPRFs. This is indeed a rare example of a non-black-box
construction in cryptography for which no black-box construction is known.

For simplicity, we discussthese constructions mainly from the viewpoint of the
semi-honestmodel.

5.1 Strong OPRFs Based on DDH or Factoring

Naor and Reingold gave two constructions of PRFs basedon number-theoretic
assumptions in [26]: one based on the Decisional Di e-Hellman assumption
(DDH), and the other basedon the hardnessof factoring. The constructions
have a simple algebraic structure, and they were usedto give oblivious, fully-
adaptive evaluations for thesefunctions. While more e cien t than generalsecure
function evaluation, these s-OPRFs have the disadvantage of requiring a linear
number of rounds and a linear number of exponertiations. Implicit in the work
of Naor and Pinkas on OT [23,24]° onecan nd a signi cantly more e cien t
evaluation of the DDH-based PRFs of [26]. We now sketch this construction.
Initialization:  Let g be a generator of a group Gy of prime order p for
which the DDH assumption holds. The key r of the pseudo-randomfunction

in Z,. The function f, (x) isde ned to beg xi=t ", for any m-bit X = X1X2:::Xm.
(This function was shown in [26] to be pseudorandom.)

Secure evaluation: The client hasinputs x = X3X2:::Xm . The serverselects
m valuesfay;:::;amgsampleduniformly at randomin Z,. For eadi, the parties
perform a 1-out-of-2 OT (denoted by f -OT), with the serwer using as inputs
the two valuesa and a r;. Thus, the client learns & if x; = 0 and & r;
otherwise. In addition, the server sendsg = g'= =1 @ in the clear. Let A be the
product of the valueslearnedby the client, then A = ( T, &) ( x,=1ri). Thus,
the client can compute ¢ and learn the desiredvalue f, (x).

Securit y: This protocol's security follows from the security of the OT pro-
tocol: The distribution of the m valueslearned by the m OTs, combined with
g'= 2 can be easily sampled given accesso f (x) alone.

E ciency: The computational cost of the protocol (for both client and
sener) is m f -OTs and one exponertiation. The main costin communication
is that incurred by the m OTs. Given the work on batch OT of [17], the OTs
performedby the oblivious evaluation protocol above can be considered for prac-
tical purposes,to be almost ase cien t as private-key operations. In particular,
using theses-OPRFsin the transformation of Section4.2 givesquite an e cien t
solution to KS. Unlike [27], this solution is in the standard model|rather than
in the random oracle modelland only relies on standard assumptions.

® The construction was used to generate values that mask the server's input in an
adaptive OT protocol.



5.2 Relaxed OPRFs Based on Black-Bo x OT

We now present a new construction of adaptive t-time r-OPRFs basedon gen-
eral assumptions, using the OT and PRF primitiv esin a black-box manner.
(In fact, as discussedearlier, PRF is itself black-box implied by OT [14,16,
15].) Our starting point is a construction of Naor and Pinkas [23] that gives
PRFsjoriginally  designedfor sub-exponertial domains|with someweak form
of oblivious evaluation.

Consider a set of known PRFs f gsg over the domain [N] = [M ]?. Naor and
Pinkas [23] construct related PRFs ff,g over the samedomain. First, let each

X = (X1;X2) 2 M210

We cannow usef, in placeof gs to our advantage, asthere existsa somewhat
oblivious way of ewvaluating f(x). Namely, perform two independert '\ﬁ -OTs
to retrieveriy, 2 rp and rax, 2 rp, and then evaluate f,(x) as desired using
theserandom keys. Of course,the client now learnsrix, and ra, in addition
to just f,(x). Still, it is easyto arguethat f,, whenrestricted to all inputs other
than x, remains pseudorandom.With a small additional e ort, f,; canbe turned
into a 1-time r-OPRF.

What happens if we perform an oblivious evaluation of f, on t dierent
inputs? In this case,the client learnsup to t keysin both r; and r,, allowing it
to evaluate f, in up to t2 places,which is certainly undesirable.Still, f, maintains
a considerableamourt of pseudorandomnessas its output looks random other
than at theset? locations. In light of this property, [23] givesa technique that
can be translated into a construction of a non-adaptivet-time r-OPRF.

The PRF F () usedin this construction is the exclusive-or of some™ functions
f.i( '()), wheref, is dened asbeforeand eadr ' is a random permutation
over[N]. All randominputs (for the sub-keys,r} andrl, and for the permutations

") are chosenindependertly by the senerforall 1 i . The evaluation of
F() ont inputs X1 :::x; proceedsin * rounds. In the i" round, ' is sert to the
client and the parties perform t oblivious evaluations of f,i, asabove.

This construction's main idea is the following: In ead round, the client may
learn at most t2 values of the current f,i( '())Ja t t sub-matrix|from the
total of M 2 possible values over which the PRF is de ned. However, to learn
the value of F for t + 1 distinct inputs, the client must learn all intermediate
valuesfor eachone of the * functions f,i( ()) ontheset+ 1inputs. The random
permutations '|eac h learnedonly during the executionof subsequen rounds|
ensurethat this will only happen with negligible probability. See[23] for more
details. Note that for this probabilistic argumert to hold, the number of rounds
" must depend on the security parameter.

Challenges. The above construction raisesthe following challengesleft open
by [23]and the subsequeh[24]: (1) Can the construction be made secureagainst
adaptive queries?We note that the adaptive solutions given in [24] rely either

10 This is a simple version of the construction; some useful optimizations are possible.



on speci ¢ assumptionsor on random oracles.(2) Can one obtain oblivious eval-
uation in a constant number of rounds? Note that the number of rounds of the
above protocols depends on the security parameter. (3) Can the construction
handle an exponertial domain sizeN ? Various di culties arise when naively ex-
tending the above solution to larger valuesof N . First, the random permutations

" aretoo large to sampleand transmit. Second,onehasto extend the construc-
tion to higher dimensionsthan two and view [N]as[M] for non-constart *: We
certainly want M to be sub-exponertial, giventhat we are performing '\1 -OTs.
We can indeed perform this extension, but the natural method as used below
revealsmany more valuesof the PRFs: In t queries,the client learnst sub-keysin
every dimension.Thus, it can evaluate the function at t locations, wheret may
be exponertially large (speci cally, polynomially related to N). This expansion
seemsto complicate the analysis and, in particular, implies a larger number of
rounds that alsodependson t.

Our construction. In this section, we simultaneously answer all of the above
challenges:We obtain adaptive t-time r-OPRFs that can handle an expnential
domain size and can be securelyevaluated in a constant number of rounds

The technique of [23] for turning their 1-time r-OPRF into at-time r-OPRF
is basedon providing only indirect accesgo the functions f,i. Namely, the value
of the PRF F on x dependson the valuesf,: ( '(x)), rather than onf i (x). How-
ever, since the permutation ; is transmitted in its entirety to the client, this
type of indirection is not very useful for obliviousnessby itself. Instead, the pro-
tocol must be designedusing seweral functions, revealing additional information
(each ;) in synchronous stages.

Instead, we will useonly onefunction f, and therefore will needonly a single
permutation  for the indirect accesdo f,. Rather than transmitting the ertire
permutation  to the client, we allow the client accessonly to t locations of
in someoblivious way. Since is now not completely known to the client, we
overcomeboth the needfor a super-constart number of rounds and the large cost
of sending for large domain sizes.Of course,if is random or pseudorandom,
then the oblivious evaluation of is exactly the problem we wanted to solvein the
rst place! Therefore, we relax this randomnessrequiremert by replacing with
(t + 2)-wise independert functions (although, in fact, even weaker requiremerts
su ce). ' We proceedto the detailed construction of adaptive t-time r-OPRFs,
focusing on the setting where N is exponertial.

Notion of priv acy. In the above description and below, we argue that a func-
tion is an oblivious PRF if it remains pseudorandomon all inputs other than the
onesretrieved by the client. This makesour discussionsimpler and more intu-
itiv e. However, this type of de nition seemnly to make sensdn the semi-honest

11 A dierent variant of the construction usesthe 1-time r-OPRFs basedon [23] instead
of the random permutations. This construction may be more e cien t in somesettings
of the parameters. On the other hand, it seemstheoretically inferior and somewhat
more complicated (e.g., it requires two levels of indirection). We therefore omit it
from this version for clarity.



model (as otherwise, the inputs retrieved by the client may not be well-de ned).
Even in the semi-honestmodel, this notion|though su cien tly strong for the
KS application|falls short of obtaining the requirements of a r-OPRF, which
arede ned in terms of simulation. Nevertheless the protocol below givesat-time
r-OPRF: All that is neededis that the basicPRFs f gsg usedby this protocol will
have the additional property that, givent inputs and t corresponding outputs,
a random seeds can be sampledunder the restriction that gs is consistert with
theseinputs and outputs. This is easyto obtain if eat gs is an exclusive-or of a
PRF and a t-wise independert function (as t-wise independert functions usually
have such \in terpolation" property).

Extending the 1-time r-OPRF to higher dimensions. Let fgsgbe PRFs
overadomain [N]= [M] . De ne the related PRFs f f, g over the samedomain,
where each key r is composedof ~ setsfry;:::r-g of M random g keys, where
ri =friq;::0;rim g Thus,r denesan™ M matrix. Forany x = fxj;:::x°g2
M, the value f, (x) is de ned to be ~ ,_; Gix, (X).

The 1-time oblivious evaluation of f,(x) goes as follows. First, perform "

evaluate f (x) asdesired.As merntioned above,t evaluations of f, may now give
information ont values. However, f; remains pseudorandomwhen restricted
to all inputs other than x.

Oblivious evaluation of (t + 2)-wise indep endent functions. The second
ingredient in our construction is a family H = fh : [N] 7! [N]g of (t + 2)-
wise independert functions. This de nition meansthat, restricted to any (t + 2)
inputs, a function h sampledfrom H is completely random.? We alsorely on H

to have an oblivious evaluation (or at-time oblivious evaluation). This problem is
an easiertask than that of r-OPRFs. In particular, as(t + 2)-wise independert

functions exist unconditionally, they have oblivious evaluation basedon OTs
in a black-box manner. Note that while this obsenation is based on general
secureevaluation, more e cien t oblivious evaluations can be designedfor speci ¢

families of hash functions: for example, an OPE-based evaluation can be used
for a polynomial-based(t + 2)-wise independert hash function.

The new adaptiv e t-time r-OPRFs. We setM = 2t and assumewithout
loss of generality that ° is at least the security parameter.!®> The key of these
adaptivet-time r-OPRFs is composedof a (t+ 2)-wiseindependert hashfunction
h 2 H and a key r of the "-dimension 1-time r-OPRF f() de ned above. The
value of this function Fn., onany input x 2 [N] is given by Fp.( (X) def fr (h(x)).
The oblivious evaluation of Fp.; (x) proceedsby rst ewaluating y = h(x) and
then evaluating f (y), using the corresponding oblivious evaluation protocols.

12 |n fact, h can be only statistically closeto random or even just pseudorandom.
13 This implies r-OPRFs also for smaller values of N, although further optimizations
may be possible for these cases.



Securit y of the construction (sketch). We want to claim that after t eval-
uations of Fn.; (), its restriction on all other inputs is indistinguishable from a
random function. Intuitiv ely, this is true since ead dimension has 2t keys of
which the client learns at most t, and the probability that another value of the
function is evaluated using only theselearned keysis at most 2 . Consider the
hybrid function R(h()), where R is a random function. It is easyto argue that
R(h()) isindistinguishable from random: It only can be distinguished from ran-
dom by querying inputs that causecollisionsof h. Sinceconditioned on the values
of h already learned by the client, h is still pair-wise independert, collisions are
encourtered with negligible probability. It remainsto argue that R(h()) is in-
distinguishable from f, (h()). Note that at mostt valuesof f, are compromised
by the client, and f, is still pseudorandomon the rest. To distinguish R(h())
from f,(h()), the distinguisher needsto query with an input that causesthe
output of h to fall into the compromisedset. As the fraction of compromised
f-inputs is negligible (at most 2 '), this happenswith negligible probability.
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